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ABSTRACT

TheInternetisbuiltatoptheInternetProtocol(IP)whichhasatitsheartauniqueidentifierknown
asanIPaddress.KnowingthelocationofanIPaddresscanbeveryusefulinmanysituationssuch
asforbankstoknowifaconnectionisinprogressfromonlinefraudhotspots.IPaddressescanbe
spoofedallowinghackerstobypassgeographicalIPrestrictionsandthusrendersomecategoryof
fraudpreventionuseless.Anonymousproxies(AP)whichactasintermediaterelayswhichdisguise
thesourceIPaddressescanplayalargeroleincybercrime.Thereisaneedtoascertainwhetheran
incomingIPconnectionisanoriginalsourcematchedIPaddress,oronebeingroutedthroughan
anonymisingproxy.Thisarticleconcentratesonvariousmethodsusedbyanonymisingproxies,the
characteristicsoftheanonymousproxiesandthepotentialmechanismsavailabletodetectifaproxy
isinuse.
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1. INTRoDUCTIoN

Almost3billionpeopleaccesstheInternetdaily(ITU,2013).WhetherInternetusersarechecking
and sending emails, reading an online newspaper, researching, doing online shopping or online
banking,theneedforasecuresystemisamajorchallengeforthosewhodevelopinternetsecurity
systems(Mallia,2013).Thisisespeciallytrueforusersthatusetheinternettodobusiness,orsend
privateinformation,asmorepeoplearefindingdifferentwaysto‘hack’intosecureserversandexploit
vulnerabledata.In2011alone,thetotalamountthatwasstolenfrombusinessesonlineamounted
to$3.4billion,whichwasupby$700millionfrom2010(Neustar,2012).Thisfigureislikelyto
increase,withbusinessesusingtheInternetmore.Itisthereforeapriorityforbusinessestoinvestin
methodstoprotectthemselvesagainstsuchattacks.

Internetmisuseisalsoamajorheadacheforemployersduetotheincreaseinpopularityofwebsites
suchasFacebook,YouTube,TwitterandGoogle+.Thishasledtoadecreaseintheproductivity
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oftheiremployees,whichinturnleadstolessprofit.Networkadministratorshavethereforehadto
blockmanyofthesewebsitesfrombeingusedintheworkplaceinanattempttomitigatetheproblem.
InitiallytheyattemptedtosimplyblocktheIPofthewebsites.IPaddressesareregisteredtospecific
geographicallocations,althoughtheydon’tgivetheexactareaofwheretheuserislocated.However,
itdoespinpointthecountrythatisaccessingthenetwork(Goralski,2008).IPblockingworkedquite
well,asanytimeausertriedtoaccessawebsitethathaditsIPblockedtheywouldbedeniedaccess.
ThisprompteduserstotrytofindawayaroundtheblockedIP’s.

Onesimplemethodwastheuseofaproxy.AproxywebsitemaskstheIPofthewebsitethatyou
aretryingtoview,whichbypassestheIPblockingmethodusedtodetecttheblockedwebsite.Due
toanincreaseinonlinebanking,banksthemselveshavehadtoincreasesecurityintheirsystemsand
networks;examiningIP’sisonemethodtheyutilize.IfauserismakingatransferonlineandtheIP
looksfraudulent,thentheaccountholderwillbecontactedbeforethetransferisverified.Thereare
thousandsoffreePHP/CGIproxiestouseonline,makingitasimplewaytobypassthisbasicsecurity
feature.Eveniftheproxyserverthatwasusedwasblockedtherearethousandsmoretochoosefrom,
makingthetaskofblockingthemdifficult(Lyon,2009).Thecodeforalloftheseproxiesisopen
source,itcanbedownloadedandsetupwithease,whichmeansthatanyonewithacomputercould
theoreticallycreateaproxyserver.Anothermethodthatcanbeusedtobypasssecuritymeasuresis
OnionRouting(e.g.TorBrowser)whichisusedtoanonymizeauser’strafficontheinternet.This
methodusesadifferentportthanwhatistypicallyusedtoaccessblockedwebsites.OnionRouting
worksbyroutinginternettrafficthroughmanydifferenthosts,encryptingdataateachdifferenthost
(Dingledineetal,2004).

ThispaperoutlinesasystemcalledDetectProxywhichcandetectifanyproxiesarebeingused
inthenetworkbycomparingthecharacteristicsofthedifferentproxies.Thiswillbeaccomplishedby
analysingthepacketsenteringthenetworkusingscriptstodeterminethetypeofproxybeingused.
Oncetheproxieshavebeenidentified,informationwillbesenttothenetworkadministrator.They
willthenbeabletoexaminethetimetheproxywasinuseandwillgivethemtheoptiontoblockthe
proxyiftheproxyhasbeendeterminedtobeharmfulornotneededonthenetwork.Blockingthe
proxywillprovideamoresecurenetworkforthebusinessorinstitution.

2. ANoNyMoUS PRoXIeS

Thisliteraturereviewwillbesplitupintotwodifferentsections.Thefirstsectionwilldiscussthe
differentwayspeoplecanaccessnetworksandsystemsusinganonymousproxies.Thesecondsection
willdiscussthedifferentwaysofstoppingorblockingtheanonymousproxiesandthedifferenttools
usedtoaidthis.SomeofthemainproxiesorwaystoaccesstheInternetanonymouslyarePHPProxy,
CGIProxy,Glype,OnionRouting/TorandSSLProxy.

PHPProxyisoneofthemostcommonlyusedAnonymousProxyServers.Thecodeiswritten
inPHPandcanbeobtainedfromSourceForge1.ItcanrunonWindows,BSD(BerkeleySoftware
Distribution),SolarisandLinuxplatforms,thereforemakingitpossibletorunonthemajorityof
platforms.When takinga closer lookat the statisticsof theamountof times thecodehasbeen
downloaded,wewillseethatoverthepastyeartherehasbeenagradualdecrease,withthemost
downloadsbeing573inonemonthandthelowestbeing243,thesestatisticscanbefoundonthe
SourceForgewebsite2.AsampleofaproxywebsitethatusesPHPProxycanbefoundathttp://wb-
proxy.com/.ThiswebsitesimplyallowstheusertoentertheURLdestinationthattheywouldlike,
onceentereditwillre-directtheusertotheirwebsite;thiscanbeseeninFigure1.

TheresultingURLwhentheuserclicks‘Browse’isasfollows:

http://wb-proxy.com/index.php?q=aHR0cHM6Ly90d2l0dGVyLmNvbS8%3D



International Journal of Digital Crime and Forensics
Volume 10 • Issue 2 • April-June 2018

76

ThePHPProxyserverobfuscatestheURLtoBase64encoding;thismeansthananynetwork
administratorsthatusekeywordanalysismethodsofblockingwebsiteswillnotbeabletoblockthis
method.UponfurtherinspectionoftheproxyURL,itcanbesplitupintothreeparts.Thefirstpart
isthehostname,whichishttp://wb-proxy.com,thesecondpartis‘index.php?q=’andthenthethird
part,theobfuscatedURL,whichinthiscaseis‘aHR0cHM6Ly90d2l0dGVyLmNvbS8%3D’.When
theobfuscatedURLisputinaBase64encoder/decoder3,theoutcomeis‘https://twitter.com/’.

Base64encodingisparticularlyimportantwhenthePHPProxyserverisbeingused,ifitwas
notused,theURLwouldbe:‘http://wb-proxy.com/index.php?q=https://twitter.com/’.Thiswould
beeasilydetectedbyakeywordanalysisprogramandblocked.

CGIProxywascreatedbyJamesMarshallbackin1998andcanbedownloadedfromhiswebsite4.
AnotabledifferencebetweenPHPProxyandCGIProxyis that theCGIProxydoesnotobfuscate
theURLunlessitisprogrammedtodoso.Thismeansthattheprogrammerwhoissettingupthe
CGIProxywillhavetocustomisethecode,sothatitobfuscatestheURL.ItcanbeusedasaHTTPS,
HTTPorFTPProxy.TherearethreemainwaystoencodetheURL,theseare:Base64,ROT-13and
Hex.InPHPProxy,itsolelyusesBase64.AsampleofaCGIProxywebsitethatencodestheURLis
https://scusiblog.org/proxy/nph-proxy.cgi.Whenwww.twitter.comisenteredintothewebsite,the
outcomeisasfollows:

https://scusiblog.org/proxy/nph-proxy.cgi/-0/68747470733a2f2f747769747465722e636f6d2f

FromthiswecanseethattheobfuscatedURLiscompletelydifferentfromthatofaPHPProxy
alteredURL.WhentheURLissplitdownthe‘-0/’canberemovedfromthehostname, leaving
‘68747470733a2f2f747769747465722e636f6d2f’. This particular CGIProxy uses hex encoding,
thereforeenteringthestringintoahexdecoder5willleaveyouwith‘https://twitter.com/’.Thetwo
URL’sthatarecreatedbybothPHPProxyandCGIProxyarecompletelydifferent,howevertheresult
frombothareexactlythesame.TheCGIProxyifithadBase64encodingwouldbeverysimilarto
thatofthePHPProxy.

GlypeisawebproxythathasbeencodedinPHP.Glypewasfirstreleasedin2007andsince
thentherehasbeenover721,000downloadsofthecode6.Whenlookingthroughalistofdifferent
proxies7,Glypeinparticularstandsoutasbeingoneofthemostpopularchoicesforhostingaproxy

Figure 1. PHPProxy Website
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server.Glypeisverysimilar toPHPProxy, itusesPHPas itsprogramminglanguageandituses
Base64toencodetheobfuscatedURL.ThemaindifferencebetweenthetwoistheencodedURL;
theencodedURLappearsdifferentfromthatofaPHPProxyencodedURL.AnexampleofaGlype
poweredanonymousproxycanbefoundathttps://branon.co.uk/glype/desktop-free/.Asbeforeinthe
otherproxywebsites,theusercanenterinthewebsitetheywanttoviewandjustclick‘Go’,thiswill
bringthemstraighttotheirdestinationwebpage.Whenwww.twitter.comisenteredintothewebsite,
theresultingURLisasfollows:https://branon.co.uk/glype/desktop-free/browse.php?u=czovL3R3a
XR0ZXIuY29tLw%3D%3D&b=1

WhenyouextracttheencodedURLthatcontainstheBase64encodedstringandcompareitwith
theencodedURLfromaPHPProxy,youcanseethedifference.However,upondecodingtheURL
theresultisexactlythesame.Decoding‘L3R3aXR0ZXIuY29tLw’withaBase64decodersimply
leaves‘/twitter.com’,therestofthedataintheencodedURLisjustextraneousdata.

2.1. onion Routing and Tor
OnionRoutingsendsdatathroughanetworkofnodes/servers,eachnodeencryptsthedataonceit
receivesitthedatagoesthroughaseriesofdifferentnodes,untilitreachestheexitnode(Lee,2013).
Whentheexitnodeisreachedthedata is thendecrypted.The‘Onion’partrefers to thevarious
layersofencryptionthattakesplacewhenmovingthroughthedifferentnodes.Aseachofthenodes
encryptsyourdata,thismakesthedatavirtuallyimpossibletotrace(Chaabaneetal,2010).Onion
routingalsousesseveraldifferentportsonyourcomputertoaccesstheInternet,thismakesitmore
difficultfornetworkadministratorstomonitortraffic,asitwillnotonlybegoingthroughthenormal
portforinternetbrowsing,whichisport80(Reedetal,1998).TheTorBrowserwasoriginallycalled
TOR,whichstoodforTheOnionRouter(Lietal,2011).TheTorbrowserisexactlylikeanyother
webbrowser;however,themaindifferencebetweenitandChrome/Safari/Operaisthattheusercan
surfanonymously.TheTorbrowserwasfirstreleasedin2002.Itwasoriginallydevelopedwiththe
U.S,Navyinmind,forthepurposeofprotectinggovernmentcommunications.Originallythiswas
itsmainuse,howeverinmorerecenttimes;thepopularityoftheTorBrowserhassteadilygrown,
withmorepeoplegrowingconcernedabouttheironlineprivacywithoneofthemainreasonsbehind
thisbeingtheNSAsurveillancerevelationsbyEdwardSwonden(Dredge,2013).

TheTorBrowserbundleissimpletosetupandcanbedownloadeddirectlyfromtheTorwebsite8.
OncethebundlehasbeeninstalledtheuserispresentedwiththeVidaliaControlPanelfromthere
theycanconnecttotheTorNetwork.WhilebrowsingtheTorBrowser,userscanaccessthousands
ofwebsites that theycannotviewonanormalwebbrowser.AtypicalURLontheTorBrowser
looks like this:http://kpvz7ki2v5agwt35.onion/wiki/index.php/Main_Page. If theURLisentered
intoChrome,itwillbringupnoresults.MostofthewebsitesontheTorBrowseruse‘.onion’.The
highlevelofsecurityprovidedbytheTorBrowsermaysuitsomeorganisationswhowanttosend
datathroughasecurenetwork,howeverblockedwebsitescanalsobeaccessedthroughthebrowser,
thereforeawayofdeterminingwhethersomeoneisusingthebrowserisamust.

2.2. SSL Proxy
ASecureSocketsLayer(SSL)isthestandardwaytogetanencryptedlinkbetweenawebbrowserand
awebserver9.WheneverauseraccessesaSSLProxy,theywillbeusing‘HTTPS’.SincetheProxyis
usingSSLitwillencrypttheURLwith265-bitencryption,makingitvirtuallyimpossibletodetect
inanetwork.OneofthemainproblemsassociatedwithSSLProxy’sisthecost.SSLcertificatesare
expensiveandmostanonymouswebproxieswillnotpayforthem,astheyaretryingtoprovideafree
service.SomeoftheSSLProxysitesthatdocharge(http://www.slickyproxy.com/isanexample),
canbeeasilyblockedbyanetworkadministrator,asitwillbeastaticURL.Evenifafreeproxyis
blockedbyanetworkadministrator,tennewproxieswillreplaceit.Themainincomethatthefree
SSLproxiessuchasthesslprxy.comhttps://www.thesslproxy.com/willgetisfromadvertising.When
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enteringwww.twitter.comintotheproxywebsite,theresultingURLis:https://www.thesslproxy.com/
browse.php/CiNBfghu/8_2FLToI/7Me2cWjh/YpqKxM7W/8dVJGzXr/W1/b29/#.UoOc9vm-2m4

Incomparisontotheotherproxiesinthispaper,wecanseethatthisobfuscatedURLiscompletely
different.Thisisnearlyimpossibleforakeywordanalysisfiltertopickup,howeverduetothelackof
availabilityofSSLProxies;manyofthemcanbeblocked,makingaSSLproxyanunviableoption.

2.3. IP Blocking
IPblockingisoneofthemostcommonandbasicmethodsofblocking,filteringorcensoringIP
addressesthatmaypotentiallyhaveabadeffectonthenetwork/server(Thomasetal.,2011).When
usingthismethodofsecurity,anetworkadministratorcanblockasingleIPormanydifferentIP
addressesfromaccessingthenetwork,orcertainpartsofthenetwork,dependingonthelevelofsecurity
needed.WhenevertheadministratorhasalistofblockedIPsinthenetworkidentified,anyoneon
thenetworkwhotriestoaccessanyoftheIPaddresseswillbeblockedfromdoingso(Murdoch&
Anderson,2008).NetworkadministratorscanalsoblockIPsfromaccessingtheirnetwork,thismeans
thatanyIPnotinthenetworkthatisblocked,willnotbeabletoaccesstheirnetwork.Thisisvery
usefulifthenetworkadministratorshaveidentifiedanIPthatistryingtocauseproblemswithinthe
network.CompaniessuchasYahooandJoomlahavedetailedmeasuresinplaceforIPblocking,for
instanceYahoohasaserviceforuserswhohaveastoresetupwiththemintheirMerchantsolutions
section10.Withinthisthereisadmintoolsthatareveryuseful,oneofthemisasectionwhereyou
canenterIPaddressesthatyouwouldlikeblocked.Firstly,youhavetofindthedetailsoftheIPyou
wanttoblockusingtheDNSlookup,againprovidedbyYahoo.ThiswillprovidetheIPaddress
neededinorderforyoutoblockit.Yahooallowsupto25IPaddressestobeaddedtotheblocklist
atonce,howeveritdoeshaveitsrestrictions,oneofthemisthefactyoucanonlyblock150IPsin
total.JoomlaisanothercompanythatprovidessolutionsforIPblockingtoitscustomers.Joomlais
acontentmanagementsystem(CMS);theyallowusersoftheirproducttobuildwebsitesandother
applicationsonline11.Theyalsohaveextensionsthatcanbeaddedontothewebsitesthatarecreated,
someoftheseinclude:contentrestriction,emailauthentication,contentprotectionandIPblocking.In
theIPblockingsection,theyhavedifferenttypesofextensionsthatcanbeaddedtothewebsite,these
are:Country/IPBlock,Jban,GeoBlocker,CFBlockCountry,UmBan,TorlpBlockandJuBlockIP12.
Theseextensionscanbeveryusefulwhencombined,forinstance,ifyoudidnotwantacertaincountry
accessingyournetwork,CDBlockCountryshouldbeused,thisextensionwillfilteroutanyIPsfrom
thecountryyouwantblockedandwillnotallowaccesstothem.IPBlockingisasimplemethodof
stoppingauserfromaccessinganetwork,asitwillmakesurethattheIPthatislistedtobeblocked
isindeedblocked;however,thisformofsecurityiseasilybypassedwiththeuseofaproxy.

2.4. Access Control Lists
AnAccessControlList(ACL)isusedbynetworkadministratorsasawayofallowingdifferentports
onuser’slocalmachinestobeaccessedoropened.TheportsthatareincludedintheACLarecalled
accesscontrolentries(ACE)(Microsoft,2013).Wheneverauser’sportisincludedintheACL,they
areallowedtoaccessthenetwork,howeveranyapplicationusedbytheuserwillalsohavetobe
includedintheACL,thisisduetothesecurityintheACLbeingveryrigid.Whenaportthatisnot
includedintheACLtriestoaccessthenetwork,itwillbeblockedstraightaway.Althoughthisshows
thattheACLisactuallyworkingproperly,avaliduserwhoisusingaportthatisnotonthelistwill
findthemselvesbeingunabletoaccessthenetwork,theywillhavetocontacttheadministratorto
addthemtothelist.Thismaytakesometime,dependingifthenetworkadministratorisonsiteorif
itispartofamajormulti-nationalcompany.Anexampleofacompanythatfocusesonprovidingan
ACLservicetocompaniesisCisco.WithintheirACL’s,theyhavedifferentcriteriathathastobemet
whensettingupthelists(Cisco,2006).AnetworkadministratorcansetupmanydifferentACL’sfor
differentdepartmentswithintheonecompany,forexample,ifacompanyhas2departments(Research
&Development,andGovernment),anetworkadministratorcanspecifyifaportcanaccessbothof



International Journal of Digital Crime and Forensics
Volume 10 • Issue 2 • April-June 2018

79

thedepartmentsoronlyjustoneofthem.Iftheadministratordoesnotincludetheportinthelist,
thentheaccesstothetwodepartmentswillbedenied.Inlargecompaniesthathavemanydifferent
networksandsubnetworks,settingupanACLcantakealotoftime(Leeetal,2005).

2.5. Geolocation Security
LocationBasedServices(LBS)suchasParcelTracking,IndoorPositioning,GPSNavigationand
accessing networks have become a vital occurrence in some people’s lives. Most if not all new
smartphonescomewithGPSabilitiesinbuiltinthem.Peopleoftentracktheirparcelstohaveanidea
ofwhentheymightarriveortofindoutwhatiscausingadelayintheirdelivery.IndoorPositioning
systemssuchasSeniorLab13,PoleStar14andIndoorAtlas15haveallbecomeverypopularproducts
overthepasttwoyears,astheindoorpositioningmarkethasseenasharprise,withmoreshopping
centres,museumsandairportsusingthisnewtechnology.AnotherusefulserviceintheLocation
BasedServicessectionisGeolocationSecurity.WithinGeolocationSecuritycompaniescanmonitor
whoaccessestheirnetworksandsometimesblockcertainusersfromaccessingthenetworksbased
solelyontheir location.Ifacompanywasbeingattackedbyahacker, thenetworkadministrator
canlookattheIPaddressofthehacker,findoutwhatcountrytheIPislocatedinandblocktheIP
addressesassociatedwiththatcountryforabriefperiodoftimeuntiltheattacksstop(Kibirkstis,
2009).Oneofthemaincompaniesthatsuppliessoftwareinthefieldofgeolocationsecurityforonline
applicationsisNeustar,formallyknownasQuova.OneoftheirmainproductsisIPIntelligence.This
productprovidesthecompanyusingitwithdataontheircustomers,wheretheyareandwhatthey
areusingtoconnecttotheweb.Havingaccesstothisinformationmakesiteasierforcompanies
toblocktransactionsthattheydeemsuspicious.GmailalsousesGeolocationSecurity,Gmailwill
monitortheuser’smainIPaddressloginsandwillthencontacttheuserifasuspiciousIPaddress
hastriedtoaccesstheaccount,andthisgivestheuserachancetochangetheirpasswordbeforethe
hackercanaccesstheiremail16.

2.6. Base64 encoding
Base64encodingtakesastringoftextdataandchangesitintoASCIIformat.Oneofthemainreasons
forchangingthetextdatatoASCIIissothatwhenmessagesarebeingsentthroughanetworkthat
generallydealswithtext,itcanbesentthroughsecurely(Knickerbockeretal,2009).Base64encoding
isveryusefulwhenitcomestobypassingIPBlockingorblacklistfiltering,forexample,whenyouenter
www.twitter.comintoaBase64encoder,yougetthefollowingoutput:d3d3LnR3aXR0ZXIuY29t.
Manyproxywebsiteswillusethisformofencodingtobypassanyfiltersonthenetwork.

ToconverttextovertoBase64format,firstlyyouhavetochangeeachcharactertoitsequivalent
ASCIIvalue.OncetheASCIIvalueisgot,itwillbechangedinto8-bitbinaryformat.Each8-bit
binaryissplitinto6-bitbinarygroups;each6-bitbinarynumberisconvertedintoadecimalnumber.
ThedecimalnumberisthencomparedwiththeBase64indextable,whichisshowninFigure2.

Table1showsstepsinvolvedinconverting‘www’toBase64encoding.Thereasonwhythe
binarynumberissplitinto6-bitissothatalltheBase64valuescanberepresented.Themaximum
binaryvaluein6-bitformatis111111,whichwhenconvertedtodecimalformatequals63,thebiggest
valueintheBase64index.

AmajorsecurityriskcanbePHPobfuscation;Base64encodingcanbeusedtodothis.The
codeinsomeoftheweb-basedprogramscanbemadeextremelydifficultforahumantoreadifit
isconvertedtoBase64,thereforeroguecode,orcodethatcanbeharmfulcanmakeitswayontothe
machinewithouttheuserorsomesecuritysoftwareknowing(Raynaletal,2012).However,changing
thecodetoBase64cansometimesbequiteatedioustask,andmistakescanoftenoccur.InHTML5,
therehasbeentwomethodscreatedthathasalloweddeveloperstochangethepagescontenttoand
fromBase64encoding.Thesetwomethodsareatob()andbtoa()18.Thesetwomethodsareveryuseful
whenlookingtochangebinarytoBase64andvice-versa.
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2.7. Snort
SnortisanopensourcenetworkintrusiondetectionandpreventionsystemthatwascreatedbyMartin
Roeschandreleasedin1998;theSnortprogramisabletorunquietlyinthebackground,providing
realtimetrafficanalysisandpacketloggingwithinnetworks19.Snorthasmanyusefulcapabilitiesin
termsofdetectingattacksandprobes,someoftheseinclude:Stealthportscans,OperatingSystem
Fingerprinting attempts, Server Message Block (SMB) probes, Buffer Overflows and Common
GatewayInterface(CGI)attacks(Stangeretal,2007).Sourcefire,acompanythatwasfoundedby
Roesch,currentlyownsandcontinuestodevelopSnort.Theprogramhashadmillionsofdownloads
andcurrentlyhasnearly400,000registeredusers19.Snortprovidesthreedifferentfunctions/modes,
theseareSnifferMode,PacketLoggerModeandNetworkIntrusionDetectionSystem(NIDS)Mode.

Sniffermodereadsallthepacketsthataregoingthroughthenetwork;itwillthendisplayall
thepacketsthatwerereadfromthenetworkontheconsole.Thisprocessrunscontinuouslyuntilthe
userturnsitoff.Packetloggermodelikethesniffermodewillreadallthepacketsgoingthroughthe

Figure 2. Base64 index17

Table 1. Base64 encoding

Letter W W W

ASCII 119 119 119

Binary 01110111 01110111 01110111

DividedBinary 011101 110111 011101 110111

Decimal 29 55 29 55

Base64encoded D 3 d 3
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network;however,itwillsavethepacketstoadiskinsteadofdisplayingthemcontinuouslyonthe
console.TheNIDSmodewillmonitoralltrafficthatmovesthroughthenetworkandwilldetectany
intrusionsthatoccur.ThisisthemostcomplexmodeofSnort(Sourcefire,2013).Theinstallationof
theNIDScanbecomplicated;however,thereisastepbystepguideinorderfortheprogramtobe
installedcorrectly.SNORTcanbeusedinconjunctionwithotherprogramsinordertoanalysethe
datathatisgoingthroughthenetwork,anexampleofonesuchprogramisBASE(BasicAnalysis
andSecurityEngine).BASEisawebinterfacethatanalysistheintrusionsthataredetectedfromthe
SnortIDS(intrusiondetectionsystem),withintheprogramuserscanalsousethesimpleweb-based
setupprogramforthosethatmightnotbecomfortableineditingfiles20.

3. CAPTURING NeTwoRK TRAFFIC

Itisimportantfornetworkadministratorstomonitortrafficthatisenteringandexitingthenetwork.
Securityisveryimportantthereforeitisvitalthatanyproxyoronionroutingapplicationsusedcan
beidentified.Ifaproxyisinuse,moreoftenthannotitisnotbeingusedforlegitimatereasons.
Therecanhoweverbeavalidreasonforsomeoneinthecompanytouseaproxy,forinstance,if
theywantedtoblockcertainwebscriptsfrombeingusedoriftheyneededtotestanapplicationthat
isbeingmistakenlyblockedonline,theusershouldcontactthenetworkadministratortoallowthe
blockedapplicationtobemadeavailable,thelatterhowevershouldnothappen.

3.1. Monitoring Network Traffic
Thefirststepinthedesignofthesystemistomonitorthenetworktraffic.Programssuchas“Httpfox”,
“Snort”or“Wireshark”canbeusedtomonitorthetraffic.Thiscategoryofprogramcan‘sniff’the
trafficonacontinuousbasis,whichisidealforintrusiondetectionsystems.Includedinthedatais
theDestinationIP,theSourceIP,theProtocolanddifferentinformationabouteachpacket.Allof
thesedifferentprogramshavetheabilitytosavethenetworkpacketsintoatext(.txt)file;thiswould
makeiteasierfortheIDStoreadthepackets.

ThefirststepinthedesignoftheIDSwastoexaminethenetworkpacketsandhaveagood
understandingof thedataprovided in eachof thepackets.Beingable todetermine the relevant
informationinthepacketswouldgreatlyreducethetimespentwhenfindingcommonsequences
withintheproxypackets.Therefore,Wiresharkwouldinitiallybeusedtomonitorthenetworktraffic,
withtheresultsfromthemonitoringdisplayedinatextfile,thistextfilewillbekeytodeterminehow
todetectananonymousproxy.Asthemainprogrambeingusedto‘sniff’thenetworkpacketswas
Wireshark,theinitialideawasthatitcouldbeusedinconjunctionwiththeproxydetectionscript.
Thishowevermeantthattheprogramwouldnotbestandalone,whichwouldnothavebeenideal.As
theIDS’smainpurposeistoworkondifferentplatformsasastandaloneprogram,aprogramwrote
inPythonwasused.Thisprogramexaminedallthepacketscomingintoandleavingthenetwork.
Fromthisitcouldbealteredtoprintallthepacketstoalogfile,sotheycouldbeexamined,orrun
inthebackgroundscanningeachofthepacketsastheyentered/exited.

3.2. Software Used
PythonwasusedasIDSisrunonmultipleplatformsasthenetworkadministratormaybeusing
morethanWindows.OneofthemainlibrariesusedinthePythonscriptisthePcapypythonlibrary.
Pcapycanbedefinedasfollows“PcapyisaPythonextensionmodulethatinterfaceswiththelibpcap
packetcapturelibrary.Pcapyenablespythonscriptstocapturepacketsonthenetwork”21.ThePcapy
librarywillbeusedalongsideotherlibrariesinthescripttoproducetheIDS.Oneoftheothermain
librariesisthe‘re’library22.The‘re’libraryprovidessupportforregularexpressionswhichwillbe
usedfrequentlywithinthescript;theseregularexpressionswillbeusedtomatchdifferentkeywords
againstwordsinthenetworkpackets.
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Thenetworkadministratorwillstarttheprogramrunning;theycandosobyrunningitonthe
commandlineorusingapythonprogramsuchasIDLE23, IDLEis thepythonIDE, it’samulti-
platformIDEwithamultiwindowtexteditor,italsohasapythonshellwindow,wherethenetwork
administratorcaninteractwiththeprogram.Oncetheprogramisstarted,alistofalltheavailable
networkinterfacesispresented.Eachoftheavailablenetworkinterfacesislistedwithanumber,so
theadministratorcanselecttheinterfacetheyrequire.Oncetheinterfaceisselected,theIDSstarts
scanningthenetworkpacketscontinuously.Whenthescripthasstartedanewdirectoryiscreated.
ThisdirectorystoresallthelogfilesthatarecreatedwhentheIDSisinuse.Alongwithadirectory
beingcreated,a logfile iscreatedtostoreanyproxiesfoundwhenit isrunning.Anewlogfile
iscreatedeachtimetheprogramisrestarted,todifferentiatebetweenthelogsadateandtimeis
suppliedwithinthelogfilename.Alistofcommoncharacteristicstringsthateachofthedifferent
proxieshaswhenthenetworkpacketsaretraversingthenetworkisnecessary.Eachoftheproxiesor
onionroutingapplicationshavetheirownuniquecharacteristicswhichmakethemdifferentfroma
normalwebbrowsingnetworkpacket.Aseachproxyhasitsownuniquecharacteristics,thishowever
doesnotmeanifoneofthecharacteristicsisfoundthenitisdefinitelyaproxy.Eachoftheproxies
havetomatchtwoormoreofthecharacteristicsbeforetheyareflaggeduptotheadministratorand
printedtothelogfile.Astheprogramisdesignedtoworkinlargenetworks,therecouldbemany
differentproxiesoronionroutingapplicationsbeingusedatthesametime.Matchingthedifferent
characteristicsandprintingtheresulttothelogisvital.Astheprogramisrunningcontinuously,each
packetcontainingthematchedcharacteristicswillbeprintedtothelog,providingthetypeofproxy,
thedateandtimeeachpacketwentthroughthenetworkandallthedifferentinformationcontained
inthepacket.Thisinformationthatiscontainedinthepacketwillallowtheadministratortotrack
downthecomputerusingtheproxyanddisabletheaccessorquerytheusageoftheproxy.Thetime
ittakesfromaproxyenteringthenetworkanditbeingloggedshouldideallyonlybeafewseconds;
thisenablestheadministratortoquicklyfindtheproxyuser.

3.3. Log Files
Asthesystemrunsonalocalmachinetheuseofadatabaseisnotnecessary.TheIDSstoreseach
proxyfoundinatextfilewhichissimilartotheoutputreceivedwhenWiresharkisusedtoexamine
thenetworkpackets.However,thesizeofthetextfileisgreatlyreduceddependingonhowmany
proxiesareinuseonthenetwork.Thefileisdesignedwiththeuserinmindandonlythenecessary
detailsareprintedtoit.ThedetailsthatareprintedtothelogcanbeviewedinTable2.

AnumberofthepacketsmaynotcontainallofthedetailsthatarelistedinTable5.However,
theywillcontainthemajority.Themostimportantdetailscontainedinthenetworkpacketsarethe
ProxyName,theDateandTimeofProxyUsage,theDestinationMAC,SourceMAC,boththeSource
andDestinationIPAddressesandtheSourceandDestinationPort.Allthisinformationshouldgive
thenetworkadministratorenoughdetailstotrackdowntheproxyusage.Duetothelargeamount
ofnetworkpackets,ifthereisprolongedproxyusagewithoutthenetworkadministratoraddressing
thesituationthenthelogfilecouldbecomeverylargeandmaytakeawhiletoopen,thereforeitisa
goodideatomonitortheprogram,andrestartitifthefileisgettingtoobig.Restartingtheprogram
willsimplycreateanewlogfilewithanewtimestamp.

3.4. wamp Server
Astheproxieshadtobehostedonawebserver,aserverhadtobesourced.WAMPv2.4wasthe
versionused.ItcontainsApache2.4.4,MySQL5.6.12andPHP5.4.12.Oneofthemainsections
ofwampisthewwwdirectory,andthisdirectoryiswhereeachofthedifferentproxiesisstored.
DifferentversionsofApacheandPHPcanbedownloadedandinstalledbyselectingtheApache
folder/PHPfolderthenselectingtheversion.Selectingadifferentversioncanbenecessaryforolder
versionsoftheproxythatmaynotbeabletousethenewestversionofPHP.Tomakesurethewamp
serverisworkingcorrectly,openawebbrowserandintheaddressbartypeinhttp://localhost,ifthe
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wampserverhomepageappears,thewampserverisworkingcorrectly.WhentheWAMPserveris
functioningcorrectly,theproxiescanbedownloadedandplacedintheserver,theTorBrowsercan
alsobedownloaded;however,itdoesnotneedtobeplacedwithintheserver.TheTorbrowsercanbe
downloadeddirectlyfromthetorprojectwebsite24.ThedownloadcontainsaVidaliaControlPanel
andtheTorwebbrowseritself.Eachofthethreewebscriptsweredownloadednext,PHPProxy25,
Glype26andCGIProxy27,alloftheproxieswereavailabletodownloadasaZIPfile,whichcanbe
extractedintothewwwdirectoryonthewampserver.Thefileshoweverhavetobeeditedbefore
theycanbeusedproperlyontheserver.PerlhastobedownloadedbeforetheCGIProxycanbeused;
CGIfunctionalityalsohastobeenabled.PHPfunctionalityhastobeenabledbeforethePHPProxy
andGlypewebscriptscanbeused.Wheneverthesestepsareperformedeachofthewebscriptscan
beusedtobrowsetheinternetanonymously.Freeproxiescanalsobefoundonlinethatenableyou
totestthesystemandalsotocomparethenetworkpackets,therearemanyliststhatcontainthese
proxies,asampleofthelistcanbefoundathttp://list.glype.com/.

4. PRoXy DeTeCTIoN

Whentheproxiesarerunningthenetwork,packetshavetobecaptured,todothisWiresharkhadtobe
downloadedandinstalled28.Pythonwasusedtosnifffornetworkpackets.Thecodeinitiallyprintedall
thepacketsouttothecommandlineortoIDLE,asthecodewasopensourceitcouldbeeditedwhich
madeusingthecodeveryconvenient.ItwasdecidedtocontinuetousethePythonnetworkanalysis
codeaspartofanintegralpartoftheIDS.Thefirststepwastogetittoprintthecodetoalogfile.
Thiswasdonebycreatingadirectorytostorethelogfilesin.Oncethedirectorywascreateditwould
becheckedeachtimetheprogramisrun,justtomakesureitexists,ifitdoesn’titwillcreateit.The
logfileisthenextitemthatiscreatedeachtimetheprogramisstarted,thishoweverisdifferentfrom
thedirectoryasitisnotalwaysstatic,thelogfilecreatedwillhavethedateandthetimethatitwas
createdinitsuniquename.Afterthelogfilecodewasfinished,selectingthenetworkinterfacethat
neededtobescannedhadtobecoded.Theoriginalcodehadthefunctiontosearchforthenetwork
devices,howeverselectingthedeviceswhentheywereprintedwastimeconsuming.

Table 2. Network Packet Details

-Proxy Name -Date and Time of Proxy Usage

-DestinationMAC -SourceMAC

-Protocol -Version

-IPHeaderLength -TimetoLive(TTL)

-SourceIPAddress -DestinationIPAddress

-SourcePort -DestinationPort

-SequenceNumber -Acknowledgment

-TCPHeaderLength -Data

-Host -UserAgent

-Accept(html,xml,etc.) -Accept-Language

-AcceptEncoding -Referrer

-Cookie -ConnectionType
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4.1. Glype Proxy Detection
Foreachofthedifferentproxiestherewerefourdifferentlogscreatedtocompareeachofthepackets
tofindsimilaritieswithinthemthatcouldbeusedtoprovethattheyareinfactaproxy.Ifanyof
thesimilaritiesarealsocontainedinnormalwebbrowsingpacketsthenitmaythrowofftheresults,
thereforegettingthesimilaritiestobeuniqueisamust.Incomparisontoanormalwebbrowsing
networkpacket,thereareafewcommonoccurrences,onebeingthedestinationport,whichisport
number80.Thisistheportthatisusedformostofthenetworkpackets,ifthepacketsthataregoing
throughthenetworkaresecure,thenitwouldbegoingthroughport443.Eachofthepacketsviewed
whentheGlypeproxywasbeingruncontainedthecommand“GET”,andtheprotocolusedwas
“HTTP”thecommandandtheprotocolwerecontainedwithinthedatainthepacket.Anotherdifference
noticedinthepacketwastheuseof“browse.php?u=”,inparticular‘.php?u=’wasidentified,thisis
mainlybecausethe‘browse’canbecalledanythingasthatisjusttheindexpage,thereforethismay
differbetweenthedifferentproxyservers.Oncethethreecharacteristicshadbeenidentifiedtheycould
beusedtodetecttheGlypeproxy.Thefirstactionthathadtobetakenwastoaddthethreedifferent
characteristicstoalist.Tobeabletosearchtheproxiesenteringthesystem,aftersomeresearchit
wasdecideditwouldbebesttouseRegex.Togetstartedwithregex,‘importre’,wasaddedtothe
globalsintheIDScode.Thentheregexstringswerecreated,thesestringswerespecificallycreated
sotheywouldignorecasesensitivityandalsowhitespace.

Aftertheregexlistwascompleteditcouldbeusedtomatchagainstthenetworkpackets.The
regexwillgothrougheachdifferentcharacteristicandtrytomatchitagainstthepacket,thiscanbe
seenfromtheline‘glype[0]=re.match(glypeStrings[0],str(packet1))’,thestring.php\?u=’willbe
matchedagainstpacket1.ThecodewillthengothroughanIFstatement,ifallthreecharacteristicsare
foundwithinthepacketthenitwillmaketheresultequalto1,itwillalsoprint‘GLYPE’followedby
thetimetheproxywasfoundandthenthepacketthattheproxywasfoundintothelog.Theresultis
passedthroughtheloop,ifitequals1,then“Glypeusagedetected”wouldbeprintedtotheconsole.

4.2. PHPProxy Detection
ThedetectionmethodofPHPProxyisverysimilartothedetectionofGlype.Theprotocolusedin
thepacketis‘HTTP’andthecommandis‘GET’,theonlydifferencebetweenthe3characteristics
ofGlypeisthethirdcharacteristic.Inthepacket‘index.php?q=aHR0c’isthecommonoccurrencein
thedifferentlogfiles.Again,the‘index’partofthestringcanbedroppedasitcanvarybetweenthe
differentproxyservers,thisleavesthedetectionstringas‘.php?q=aHR0c’.Theonlydifferencefrom
thePHPProxycodeandtheGlypecodeisthedetectionstringintheregex.Theresultifaproxyis
detectedwillbe‘2’,whichwouldresultin“PHPProxyUsageDetected”beingprintedtotheconsole.

4.3. CGI Proxy Detection
TheCGIProxydiffersfromtheprevioustwoproxyservers.Theprevioustwoproxiesuseport80
whentransferringpackets,whiletheCGIscriptusesasecureserverandgoesthroughport443.The
datareceivedinthenetworkpacketisencryptedasitgoesthroughasecureserverusingtheSecure
SocketLayer(SSL)protocol;thismakesitextremelydifficulttofindthecharacteristicsneededto
determineifitisinfactaCGIproxywhichisbeingused.Decryptingthedatawithouttheuseof
anencryptionkeywouldtakemanyyears;thisunfortunatelymeansitisimpossibletoprovidethe
criterianecessarytodetecttheCGIproxy.Theonlyvisibledatathatcanbeusedfromthenetwork
packetsistheprotocolandtheportnumber,whichisusedbyanumberofdifferentwebsitesthatuse
‘https’,includingGmail,Facebookandallbankingwebsites.

WhentestingdifferentCGIproxiesthatareavailableonlineitwasnotedthattheyalluseSSL.
100%oftheCGIproxiesviewedonlinechargedasubscriptionfee,whichcouldcostupto€120a
year,orifpaidonamonthlybasis,€20permonth;duetothisfee,theyarenotascommonasGlype
orPHPProxy,withbothofferingtheirservicesforfree.Thishoweveronlyappliestotheproxies
usingSSL,theCGIproxycanalsobeusedwithoutSSL,thoughitishighlyrecommendedonthe
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CGIwebpage29thatitshouldbeusedonasecureserver.SincetheCGIscriptcanbeimplemented
onanunsecureserver,thepacketswouldthenbereadable.TheCGIproxies’maindifferencefrom
theprevioustwoproxiesistheuseof.cgiinsteadof.php.Theproxyprotocolis‘HTTP’andthe
commandusedis‘GET’,italsousesport80.Thereforethe4characteristicsusedtodeterminethe
usageofanunsecureCGIproxyscriptare:HTTP,GET,.cgiandDestPort:80.Theformatofthe
codeissimilartotheothertwoproxies,theonlydifferencebeingtheextramatchingstring.Ifeach
ofthecharacteristicsarematchedinthenetworkproxytheresultwillbeprintedtothelogfirstly
thentheconsole.

4.4. Tor Browser Detection
ThecodefortheTorBrowserwasthelasttobeimplemented.Thedetectioncharacteristicscompared
to theother threeproxiesarecompletelydifferent.This ismainlydue to the randomnessof the
networkpacketswhentheTorBrowserisbeingused.TheTorBrowserusesmanydifferentports
whensendingandreceivingpackets,thedifferentportsare:9001,9002,9003,9004,9030,9031,
9032,9033,9150,9151,italsousesport80whichisusedforallnormalwebbrowsingthatdoesn’t
useSSLandalsoport443,whichisusedforsecurebrowsing.ThemaintwoportstheTorBrowser
usesareport80and443, these twoportshowevercannotbeused to identify theonion routing
application,asallnormalwebbrowsingwouldalsobeflaggedupasusingthebrowser,therefore
theotherportslistedhavetobeusedtoidentifyit.ThisunfortunatelymeanstheTorBrowsercould
beusedformanyminutesbeforeitisflaggeduponthescreen.Whenexaminingthepacketthere
wereafewinterestingbitsofdatathatcouldbeseen,firstlytheportthatwasusedwasport80,this
generallymeansthedatathatisinthenetworkpacketcanbeviewed,howeverthedatainthepacket
inthisinstanceisencryptedandthereforenodetailscanbetakenfromit.Thesecondthingnoticed
inthepacketwastheSourceAddress,whichwas131.188.40.188.WhensearchingfortheIPitwas
foundwithinalistofknownTornodes,thisverifiedthatitwasindeedapacketfromtheTorBrowser.
ThesourceaddressisusefultoverifythatitistheTorbrowser;howeverduetothelargeamountof
IPaddressesintheTornetworkitisnotpossibletoaddthemtothecharacteristics.Thisleavesthe
onlywaytoidentifythemisthroughtheportslistedabove,duetothistheaccuracyofthedatamay
notalwaysbe100%correct.Oneofthemaindifferencesinthecodeistheuseoftheoperator‘or’
insteadof‘and’,thisisbecausethesystemdoesn’thavetomatch3or4differentcharacteristics,it
onlyhastomatchoneofthemtoflagitupontheconsole.AnotherportthattheTorBrowserusesis
port9100,thisporthoweverisusedoftenbywirelessprintersandusingthisportwouldcreatealot
offalsepositiveresults,itwasdecidedthatduetothelargeamountoffalsepositiveresultsleaving
thatportoutofthedetectionstringwouldbethebestactiontotake.

5. TeSTING

Thissectionwilldocument the thoroughtesting thatwasperformedonthesystemtoensure the
systemisperformingthetasksthatwasdetailedintheprevioussectionsandthatitisperforming
themtoahighstandard.Itisimportantthatanyerrorsorunexpectedcrashesarefoundandfixed
beforetheendproductisfinalized.

Eachofthedifferentproxiesandonionroutingapplicationsweretestedthoroughlybyperforming
aseriesofInternetactivitiesthatmaybecarriedoutonadailybasisbyanaverageInternetuser.The
activitiesarelistedinTable3.

TheIDSwillbegiven5minutespertesttomonitorthenetworkandtoverifythatitisdetecting
eachoftheproxies.ThewebsiteswereaccessedbyfirstlyenteringtheURLintotheproxystartpage
orfromthestartpageintheTorBrowser.Theprogramwasalsotestedwhentheuserwasnotusing
anyproxyortheTorBrowser,justtoverifythatitwasn’tflaggingupanyproxieswhentheywere
notinuse.Altogethertherewere60logfilescreatedintotaltotesttheprogram.
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5.1. Normal Browsing Test
Beforeanyoftheproxiesandonionroutingapplicationscouldbetested,theIDSwastestedwhile
theuserwasbrowsingtheinternetnormallywithouttheuseofaproxy.Thewebbrowserusedforall
thetestsapartfromtheTorBrowserwasGoogleChrome.Onlyonetabwasopenatanyonetime,
withallotherinternetrelatedactivitiessuchasSkype,DropboxandGoogledriveclosedsothetests
wouldbeprecise.

Table4showstheresultswhenthereisnoproxyusageinthenetwork,therewasnothingprinted
totheconsole,thereforenoproxywasfoundinthe5minutestheIDSwasrunningforeachofthe
twelveindividualtests.Theseresultsareexactlywhatwasexpectedfromtheprogram,ifaproxy
oronionroutingapplicationhadbeenfound,thesystemwouldbeflaggingupfalsepositiveresults.

Table 3. Regular Internet Browsing Tasks

Test Activity

1 BrowsetheGuardiannewswebsiteandviewvideos

2 LogintoGmailandsendanemail

3 LogintoTwitterandviewsometweets

4 BrowseAmazonandmakeapurchase

5 LogintoFacebookandbrowsemultiplepages

6 VisittheBBCSportssectionandpostacommentinthecommentssection

7 ListentoiRadioontheirliveradiostream

8 UploadanimagetoImgurorPhotobucket

9 SelectaYoutubevideofromyouraccount

10 DownloadaZIPfilefromareliablesource

11 PerformasearchusingaSearchEnginesuchasGoogleorBing

12 GotoMiniclipandplayagame

Table 4. Normal browsing test results

Test Result

1 NoProxyusagedetected

2 NoProxyusagedetected

3 NoProxyusagedetected

4 NoProxyusagedetected

5 NoProxyusagedetected

6 NoProxyusagedetected

7 NoProxyusagedetected

8 NoProxyusagedetected

9 NoProxyusagedetected

10 NoProxyusagedetected

11 NoProxyusagedetected

12 NoProxyusagedetected
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5.2. Glype Proxy Test
ThefirstproxytobetestedwastheGlypeproxy.Itwasdecidedthatsincetheavailabilityofproxies
onlinewasveryhigh,itwouldbebesttotestaproxythatwascurrentlyavailableonline.Theweb
basedproxyusedtotesttheGlypeproxywas‘www.proxyserver.com’.Thisproxywasfoundwithin
alistofavailableproxiesontheGlypewebsite30,thelistalsocontainedmanyotherdifferentproxies
whichwereusedtotesttheotherproxies.Thefirstthingtodowastostarttotheprogramrunning.
Allotherwebpageswereclosedtomakesureitwasjusttheproxybeingusedinthenetwork.The
IDSwasthenstartedtosniffthenetworkpackets.Theresultsthatwereprintedontotheconsolewhen
theprogramwasrunningduringeachofthetestsareshowninTable5.

AscanbeseeninTable5,theresultsshowthattheIDSisworkingasitshouldwhenaGlype
proxyisbeingusedinthenetwork.Eachtestwasdetected,withthestatement‘GlypeProxyusage
detected’beingprintedmultipletimes.Thenetworkpacketswerealsoprintedouttothelogshowing
the3differentcharacteristicsusedtodetecttheproxiescontainedwithinthem.AnotherGlypeproxy
wasalsotested;thisproxycanbefoundat‘’.Theresultsfromtheproxywereidenticaltothosein
Table8,provingthatthecharacteristicsarecorrectandthattheIDShasa100%successionratewhen
aGlypeproxyisinuse.

5.3. PHPProxy Test
ThesecondproxythatwastestedwasthePHPProxy.Thesameformatastheprevioustestwasused
totesttheproxy.Theproxythatwasusedcanbefoundat‘http://proxyanonymizer.net/’.Theresults
fromthedifferenttestscanbeseeninTable6.Therewereproblemswithusingtheproxy.While
loggingintoasecurewebsitesuchasGmail,theGmailservicesblockedtheloginasthelocationwas
completelydifferentfromwheretheemailisusuallyaccessed.TheIDShoweverstillpickedupthe
useoftheproxy,astherewere3differentpagesaccessedwhileperformingthetest.

Onceagain, the results from the IDSproved tobe successful,with100%of the testsbeing
detectedbythesystem.Thisprovedthatthe3characteristics,‘GET’,‘HTTP’and‘.php?q=aHR0c’
werebeingpickedupineverynetworkpacketthatwasbeingcreatedbythePHPProxy.Asecond
PHPProxywastestedtoverifytheresults,theproxycanbefoundat:‘http://proxy-up.net/’.Again,
theresultsreturned100%accuracy.

Table 5. Glype Proxy Test

Test Result

1 GlypeProxyusagedetected

2 GlypeProxyusagedetected

3 GlypeProxyusagedetected

4 GlypeProxyusagedetected

5 GlypeProxyusagedetected

6 GlypeProxyusagedetected

7 GlypeProxyusagedetected

8 GlypeProxyusagedetected

9 GlypeProxyusagedetected

10 GlypeProxyusagedetected

11 GlypeProxyusagedetected

12 GlypeProxyusagedetected
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Sofartestingbothproxiesreturneda100%successrate,with48testsperformed,24forthe
Glypeproxyand24forthePHPProxy(Figure3).

5.4. CGI Proxy Test
TheCGIproxywasthethirdproxytobetested,asitwaspreviouslynoted,duetotheuseofSSLin
theproxy,thecharacteristicscouldnotbefoundandthereforetheproxycouldnotbedetected.This
meantthattheresultsforthetestoftheCGIproxywouldbea100%failrate,thisonlyappliedtothe
proxywhenitwasusingSSL.TheproxyhowevercanalsobeusedwithoutSSLandduetothis,the
characteristicswerefound.

Table7verifiestheresultsasexpectedwhentheCGIproxyisusingSSL,eachofthetestsfailed
toshowanyproxyusagewithinthenetwork.Theproxyusedwasfoundat‘https://morphium.info/’.

AftertheSSLCGIproxywastested,aCGIproxythatdoesnotrunonasecureserverwastested.
Thisproxy’sURLis:‘http://anonymouse.org/’.Oneofthemaindifferencesthatstandoutbetween
thetwoCGIProxiesURL’sisthefirstonecontains‘https’intheURLandinthesecondCGIproxy,

Table 6. PHPProxy usage test

Test Result

1 PHPProxyusagedetected

2 PHPProxyusagedetected

3 PHPProxyusagedetected

4 PHPProxyusagedetected

5 PHPProxyusagedetected

6 PHPProxyusagedetected

7 PHPProxyusagedetected

8 PHPProxyusagedetected

9 PHPProxyusagedetected

10 PHPProxyusagedetected

11 PHPProxyusagedetected

12 PHPProxyusagedetected

Figure 3. Pass rate for both the PHPProxy and Glype Proxy
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ithas‘http’intheURL,thisshowsthatthesecondonedoesn’tuseasecureserver.Theresultsfrom
thetestingoftheunsecureCGIproxycanbeseeninTable8.

Theresultsbetweenthetwoarestark,withtheIDScatching100%oftheunsecureCGIProxies
andtheSSLCGIproxyevadingdetectioncompletely(Figure4).

5.5. Tor Browser Test
Thefinalproxy/onionroutingapplicationtobetestedwastheTorBrowser.Upuntilnowtheresults
fromeachoftheprevioustestshavebeenstraightforward,withtheresultsreturnedasexpected.This
howeverwasnotthecasefortheTorBrowser,asthecharacteristicsforitdidnotincludetwoports,
fromwhichmostofthetrafficflowedthrough.TheresultsfromtheTorBrowsertestingcanbeseenin

Table 7. CGI Proxy using SSL

Test Result

1 NoProxydetected

2 NoProxydetected

3 NoProxydetected

4 NoProxydetected

5 NoProxydetected

6 NoProxydetected

7 NoProxydetected

8 NoProxydetected

9 NoProxydetected

10 NoProxydetected

11 NoProxydetected

12 NoProxydetected

Table 8. Unsecure CGI proxy test

Test Result

1 CGIProxyusagedetected

2 CGIProxyusagedetected

3 CGIProxyusagedetected

4 CGIProxyusagedetected

5 CGIProxyusagedetected

6 CGIProxyusagedetected

7 CGIProxyusagedetected

8 CGIProxyusagedetected

9 CGIProxyusagedetected

10 CGIProxyusagedetected

11 CGIProxyusagedetected

12 CGIProxyusagedetected
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Table9.With the twelve testscompleted,eightof thempassed,with ‘OnionRoutingusage
detected’beingprintedtotheconsole.Fourofthemresultedinnothingbeingprintedtotheconsole,
thereforetheIDSdidnotdetecttheuseoftheTorBrowser.

Asthesetestswerecarriedoutduringafive-minuteperiod,itisnotalwaysguaranteedthattheIDS
willmissthedetectionoftheTorBrowser.Ifforinstanceithadtenminutespertest,theprogrammay
havepickeditup.Astheprogramismeanttopickupeachoftheproxies/onionroutingapplications
almostinstantaneouslyusingtenminutestotestitwouldnotbefeasible.Whilehavingacloserlook
attheresultsgainedfromtheTorBrowsertests,wecanseeitfailedtodetectthebrowserintests2,
3,5and11.ThesetestsinvolveusingGmail,Twitter,FacebookandGooglerespectively,onethingin
commonthateachofthemshareistheuseof‘https’forsecurebrowsing.Takingacloserlookatthe
networkpacketswhilebrowsingeachofthewebsitesshowsthateachofthemuseport443forallof
thepackets,duetothis,theIDSwillnotdetectthem.Amazonalsouses‘https’whentheconsumer
ispurchasinganitem,thisonlyapplieswhentheyareloggingintotheiraccounttopayfortheitem.
Beforethispoint,amazonusesaregular‘http’connection,sothenetworkpacketscangothrough
anyoftheportsinthecharacteristicsandalsoport80.InFigure5,theresultsofallthetestscanbe

Figure 4. Pass rate for the SSL CGI Proxy and the Unsecure CGI Proxy

Table 9. Tor Browser test

Test Result

1 OnionRoutingusagedetected

2 NoOnionRoutingusagedetected

3 NoOnionRoutingusagedetected

4 OnionRoutingusagedetected

5 NoOnionRoutingusagedetected

6 OnionRoutingusagedetected

7 OnionRoutingusagedetected

8 OnionRoutingusagedetected

9 OnionRoutingusagedetected

10 OnionRoutingusagedetected

11 NoOnionRoutingusagedetected

12 OnionRoutingusagedetected
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seen.Threeoutofthefivethatweretestedhadasuccessrateof100%,withtheTorBrowserhaving
a66%successrateandtheSecureCGIproxyhavinga0%successrate.

Theresultsfromeachofthetestswereasexpected,whentheproxyoronionroutingapplication
wasusinganunsecureservertheIDSpickedupitsusageeverytime,whentheproxywasusinga
secureserveritevadedtheIDS’sdetection.Theresultunfortunatelycametothesameoutcomewhen
otherSSLproxiesweretested,theIDSdidnotdetectanyofthem.WhenusingWiresharktotakea
closerlookatthepacketseachofthemusedport443andtheTCPprotocol,asthepacketsarevery
similartothoseofaregularSSLconnectionthatdoesnotuseaproxythereislittlethatcanbedone
tofixtheIDSwithoutcreatingalotoffalsepositiveresults.

6. CoNCLUSIoN

Oneofthemainaimsoftheprojectwastofirstlyexaminethepacketsinthenetworktoseehoweach
ofthedifferentpacketslookedandwhatwascontainedtherein.Onceagoodgraspofthedatain
thepacketswasobtained,theproxieswouldthenbeusedtocomparethedifference.Anynoticeable
differencecontainedthereincouldthenbeusedtodetermineifaproxywasbeingusedandwhat
typeofproxyitwas.Thiswassuccessfullydoneinfouroutofthefivetests,withtheSSLCGIproxy
beingtheonlydownfall.Again,theprogramdidnothavea100%successrateindeterminingthe
TorBrowser,howeverthedifferencesinthenetworkpacketswasnoticeableinmostofthem.This
criterioninthepacketswasputintoregexstringstobecomparedwitheachinboundandoutbound
packet,inturnsuccessfullydeterminingthedifferentproxies.Whentheprojectwasfirststartedthere
wasaneedforasystemthatwouldbeabletodetecttheuseofanonymousproxies,securityisamajor
fieldinInformationTechnologyandthesectorisincreasingatafastrate.Thissystemfillsthatneed,
itcansuccessfullydetectGlype,PHPProxy,UnsecureCGIproxyandtheTorBrowserwhichinturn
providesamorestableandsecureenvironmentforthecompany/organisationtoperformitseveryday
tasks.Overalltheprojectwouldbeveryusefultoanetworkadministratorintermsofmonitoringthe
networkpacketstodetermineifthereisaproxyinuseoriftheTorbrowserisinuse.Thissystem,
althoughitdoesn’tpickupeverysingleproxy,wouldbeanimportantsystemtoanycompanythat
hashighsecuritymeasures.

Thesystemwashopedtohave100%accuracyindetectinganonymousproxies.Thishowever
couldnotbeachievedasthedatatravellingthroughaSSLproxyorpagesthatuse‘https’onTor
generallyuseport443,andthusthedatainthenetworkpacketswasencrypted.Thesystemhowever

Figure 5. Full proxy/onion routing results
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didachieve100%accuracywhendetectingtheGlype,PHPProxyandtheunsecureCGIproxy.Also
in testing ithad66.67%accuracy in finding theTorbrowser.The system’seffectivenesscanbe
debatable;italldependsonthetypeofproxybeingused.Thesystemdoesnotdetect100%ofproxies,
itdoeshoweverdetect100%of3differentproxiesand66%oftheTorBrowser,andthereforeitcan
bequiteeffectivewhendetectingthose.However,itisnoteffectivewhenitisdetectingSSLproxies.
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